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PREVALENCE OF DISCOVERABLE ELECTRONIC DATA

“Because of the prevalence of discoverable electronic data and the
uncertainties associated with preserving that data, sanctions concerning
the spoliation of electronic information have reached an all-time high.

Dan H. Willoughby, Jr., et al., Sanctions for E-Discovery Violations: By the
Numbers, 60 Duke L.J. 789,709 (2010).”

Brookshire Brothers v. Aldridge, 438 S.W.3d 9, 17 (Tex. 2014).
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DEFINITION OF LITIGATION HOLD NOTICE

A written communication placing the recipient/potential adverse party
(1) to preserve certain evidence in electronic, magnetic, or digital
form, documents, and tangible items, and

(2) to take appropriate measures to prevent the alteration or
destruction of that evidence.
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BASIS FOR DUTY TO PRESERVE EVIDENCE

1. Common Law—duty to preserve evidence when a party
knows, or reasonably should know, that (1) there is a
substantial chance that a claim will be filed and that (2)
evidence in its possession or control will be material and
relevant to that claim.

Brookshire brothers v. Aldridge, 438 S.W.3d 9 (Tex.2014)
Walmart Stores v. Johnson, 106 S.W.3d 718 (Tex. 2003)
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BASIS FOR DUTY TO PRESERVE EVIDENCE

2. TRCP 192.3(b) “Documents and tangible things”
Comment 2 to 1999 changes:

“2. The definition of documents and tangible
things has been revised to clarify that
things relevant to the subject matter of
the action are within the scope of discovery
regardless of their form.
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CONT’D TRCP 192.3(b) “DOCUMENTS AND...”

192.3 Scope of Discovery.

(a) Generally. In general, a party may obtain discovery regarding any matter that is
not privileged and is relevant to the subject matter of the pending action, whether
it relates to the claim or defense of the party seeking discovery or the claim or
defense of any other party. It is not a ground for objection that the information
sought will be inadmissible at trial if the information sought appears reasonably
calculated to lead to the discovery of admissible evidence.

(b) Documents and tangible things. A party may obtain discovery of the existence,
description, nature, custody, condition, location, and contents of documents and
tangible things (including papers, books, accounts, drawings, graphs, charts,
photographs, electronic or videotape recordings, data, and data compilations) that
constitute or contain matters relevant to the subject matter of the action. A
person is required to produce a document or tangible thing that is within the
person's possession, custody, or control.
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CONT’D TRCP 196.4 “ELECTRONIC OR
MAGNETIC...”

196.4 Electronic or Magnetic Data.

To obtain discovery of data or information that exists in electronic or magnetic
form, the requesting party must specifically request production of electronic or
magnetic data and specify the form in which the requesting party wants it
produced. The responding party must produce the electronic or magnetic data
that is responsive to the request and is reasonably available to the responding
party in its ordinary course of business.

If the responding party cannot-through reasonable efforts-retrieve the data or
information requested or produce it in the form requested, the responding party
must state an objection complying with these rules. If the court orders the
responding party to comply with the request, the court must also order that the
requesting party pay the reasonable expenses of any extraordinary steps
required to retrieve and produce the information.
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BASIS FOR DUTY TO PRESERVE EVIDENCE

3. FRCP 26(b)(2)(B) “Specific Limitations on Electronically Stored Information”

(B) Specific Limitations on Electronically Stored Information. A party need not
provide discovery of electronically stored information from sources that the party
identifies as not reasonably accessible because of undue burden or cost. On motion
to compel discovery or for a protective order, the party from whom discovery is
sought must show that the information is not reasonably accessible because of
undue burden or cost. If that showing is made, the court may nonetheless order
discovery from such sources if the requesting party shows good cause, considering
the limitations of Rule 26(b)(2)(C). The court may specify conditions for the
discovery.

Ashton v. Knight Transportation, Inc., 772 F. Supp. 2d 772, 800 ( N.D. Tex. 2011)
“The duty to preserve extends to the party’s or potential party’s employees “likely
to have relevant information---the “key players”. (citation omitted). The duty to
preserve evidence is a duty owed to the court, not to the party’s potential
adversary, hence, spoliation is considered an abuse of the judicial process.” (citation

omitted).
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STARTING POINT: RETENTION NOTICE

A. Recipients
1. Potential parties
2. Officers of company/organization
3. Head of IT Department
4. Resident agent for process of service
5. Insurance adjuster for insured

B. Contents of Notice

1.
2.

State your role on behalf of the requesting party

State the nature of the dispute between the requesting party and the
recipient/potential adverse party.

State the obligation of the recipient/potential adverse party to take
reasonable steps to preserve and safeguard relevant documents,
tangible items, and electronic, magnetic, and digital data.

State the obligation of the recipient/potent adverse party not to
destroy relevant evidence.
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CONT’D STARTING POINT: RETENTION NOTICE

B. Contents of Notice Cont’d

5. State the obligation of the recipient/potential adverse party to forward
notice to others in the company/organization to take appropriate
measures to preserve relevant evidence and to prevent the destruction
of relevant evidence.

6. State with specificity the evidence that you want preserved and not
destroyed.

7. State that if the recipient/potential adverse party. Does not understand
the notice letter to contact you.

8. State your willingness to meet with the recipient/potential adverse party
regarding your notice.
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CONT’D STARTING POINT: RETENTION NOTICE

C. Reciprocal Obligation.

Types of Evidence to Request/Preserve:
1. Databases
. Data files
. Program files
. Image files (eg. JPEG,TIFF)
. E-mail messages and files
. Voice-mail messages and files
. Text messages
. Temporary files
. System-history files
10. Deleted files, programs, or e-mails
11. Backup files and archival tapes
12. Web site files
13. Web site information stored in textual, graphical, or audio Format.
14. Cache files, and
15. Cookies

Lo NOULLEs WN
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SAMPLES OF COMMUNICATIONS

1. E-mail
2. Simple letter
3. Detailed letter



EMAIL

Sent: Saturday, November L4, 2015 10:36 AM

To edwin. krieger@gmail. com
Subject: Sent from Snipping Tool

To.. Opposing Counsel's e-mail address
Cc. Client's e-mail address
Send
Subject ISR ¥ J—— Investments
loe,

This e-mail will act as a litigation hold notice. | intend to seek electronically stored information (ESI) during the course ¢
parties] of their obligations to preserve all such evidence regarding the pending lawsuit. Additionally, it is your firm’s ¢
notification is issued and a litigation hold implemented throughout the course of this litigation. Please preserve all pas
data. It is also necessary that ESI continue to be preserved in a format that maintains the meta data, preserves and m
allows access to financial information used in spreadsheets. Items of particular interest at this time include:

1. E-mails between [my client] and [adverse party] regarding water intrusion problems at ----------- Avenue, inch
January 1, 2013 to the present time.

2. E-mails between [my client] and [adverse party] regarding water intrusion problems at --------- Avenue, inclu
January 1, 2013 to the present time.

3. Textmessages between and regarding water intrusion problems at -------- Avenue, includi
January 1, 2013 to the present time.

4, Text messages betweemn --—--—-- and -----—--- regarding water intrusion problems at --——---—-- Avenue, including b
1, 2013 to the present time.

5. E-mails and correspondence between any of the tenants of ---------- Avenue and -------- regarding water intr
January 1, 2013 to the present time.

6. E-mails and correspondence between any of the tenants at -------- Avenue and -------- regarding water intrusi
January 1, 2013 to the present time.

7. Text messages between any of the tenants at --------- Avenue and ---------- regarding water intrusion problen
to the present time.

& Textmessages between any of the tenants at ------—---- Avenue and ---—---- regarding water intrusion problem
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SIMPLE LETTER

THE Law QOFFICES OF

September 26, 014

Vicki R [adyester for inszmance company]

|Insumance Company]

P, Box

Lexington, KY 40312 VIA E-MAIL:

Re: Clzim Nember:
Your Client: The =
Diate of Loss:

My Client'Claimant: Mr. AAA

Company [the insured]

LITIHGATION HOLD MNOTICE

Dear Mz Reees,
1 represent Mr. AAA i 2 claim for serious bodzly injuries sestained on December 15, 2013, You
have densed this claim @ comespondence dated Seplember 9, 2014, We intend to file suit.

This correspondence is a litigation hold notice. We hereby notify you o preserve and maintam
all electromically-stored mformation (E51), copies and backup a= required =nder Texas law. The -
<=« Company and the contracted ax-condstioningheating company, retzined by The semaee
Company for wamranty work 10 my client's house, have a duty in preserve evidence relevest to
this action without the necessity of a court onder. Because electronic dala may be an replaccable
saurce of discovery in this matter, it is your clients'insured”s duty to preserve 21l potentially
relevant electronic data. It is also your client's'insared’s duty to advise #t"s air
condittoning/heating contractor to do the same.

Furthermore, [insurance company] has the duty 1o ensare that 2 proper litigation sotification is
issued for preservation and mzintenance of EX1 and that a litigation hodd is implemented.
Consistent with that duty, we reqoest that your client'sfinzared’s ES] , and that of its air
conditioning'heating contractor, be preserved and maintzined in mative format.

Item:s of particular interest at this time include:
1. Promotzonz] materials of The weee- Company regarding its services and product before Mr.
AAA signed a contract with The sess- Company,

&

2 All cocrespondence 2nd e-meils between The «see Company 2nd Mr. AAA regarding the
house being built far Mr. AAA, the closing, the warmnty, and problems that cocurred after the
closi

1 Alﬁmpumlem:! and pomails betwean The caews. Campany and the zir conditinning hesting
contractor regarding the warrenty obligations for Mz AAA's house and problems with the
heating sysiem afler the closmg,

4. All invoices or stztements for service from the 2ir conditoningheating contractor for services
pecformed at Mr. AAA's house after the closing.

Please feel free to discuss any aspect of this letier.

Sincarely,

Edwin F. Krieger
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DETAILED LETTER

Smitted i
Texas, Flerida & Colerado

=K @

EDWIN P. KRIEGER, FC
Edwin P. Knezger, Exguire
4173 Proscolt Averes
Dallas, Texas 752192147

# (214} 475-2012
29-0588
Me:  Litigation Hald Matice far Bl ically Btored Infarmatios (ES1L
Dicas
An o kncew, Eax a duty te preserve evidense selovant In

this action, cvem withme: 3 cmect onder, Broamss chectoonic data may be an irrcplaccabls sowroe
of discovery i this matser, i is your clicst’s duty ln preserve all potentially relovant clectomic
darm. Ferth it ‘s duty to iaurs that = peoper litigation
notifzation in issucd and 2 liligesan Bold i=pl . ¢ with that dety, wo request
that yoer clical’s data be ?ﬂmd szd maintained — in native format, and in sccandzmce with
the fallowing mafcguards

L. ELECTRONIC DATA TO BE PRESERVED:

Th: r.:ummg typen of ckriromax data endior e dectrozic dala of your cliczi's
i i agenis, I and relevant third partics or wvendors should e

prexcrved in native formas, in acenrdence with the sieps sst forth bolows:

L Al iz mail and infeemation sbaut =l ic mail finchding E
contoats, header, and logs of c-mail system usage) sl or eecoived By any
cestadian relating tn the wabject mattcr of the litigation;

b ANl datsbases, including field and strectersl isfermation sx well an rezonds,
contaizing any ifrrmation relating t the mihject matier of the litigation;

z Al logs of activity on amy compeser systoms that have boen used do proceos o
siore daix conluning infomation relating io the shject matier of the liligation;

4 All other ¢l sc data Exirdng it about, or relatisg 4o, the subject
magier of the hitigation, ncleding, bul ret Emied e

Attomey & Counsclar

&

Al werd proceasing filos a=d Ele fragments;

Flectronic data created by applications which proceas finencial,
g and hilling inf:

All clectrnmic calendas and scheduling pragram files and e fragmaniy;

All checirnmic spreadaheet files a=d file fagments.
O%-LINE DATA STORAGE

With regard to onlize slorage andior Sirmet scoom sorage devices including, hut ant
Emited ta, any fils server or Sata amay o5 RAID) physically or remotely attached to yoes
client’s computees through wirsd or wirclens netwarking, we request that your clicnt not modfy
or delcts amy existing sloctraniz data files fhat most the sriteria act forth abave, unloas an cxaet
micrar image has Boen mede and will be prossreed and kept acconible for purpases of this
Erigatinz.

A OFF-LINE DATA STORAGE, BACEUPE, AND ARCHIVES

With regard tn all clectzonic media used for offsc slomge, wuch ax magnetic tapes md
carsidges, CDw, DVDw, USH doviees jo.g “themb drives®), and the like, uscd with sy
computer, Sile, o data ammy {og RAID), whether phymically or smatcly attached s yoes
client’s competers thmugh wired or wirclon ascous that contain amy clectrosic information
eelatieg to the aubjest maiser of i liligation, we sequent that yos client siop aey asthity Sai
may rercl in the boas of wech data. This oquest s imsended tn cover all

media wued for data siorage i amy device, inchuding thees containing backep andior archive data
nctn.

PFRESERVATION OF REFLACE DATA STORAGE DEVICES

We request fhat your clicnt pressrve any clectrnzis dat storgs Savices asdior modia fat
may contain data relating to the sobject matser of the litigation a=d that it replaces for any reasns.

ES FIXED DRIVES 0N STAND-ALONE FERSONAL COMPUTERE AND
HNETWORK WORKSTATIONS

We regeest fhat your cliemt ot sher, delese, ce aver-write relevant clectmnic dats
cninted on fined drives attacted to sand-al notwork weorksatinns andlor
a.:. srays (g ATD) st the mae of g of this action, or perdoem othee procedures uch ax

P and Sk dcfi dalion ar optimizalion roulines fat mey impact wch data,
unlnl an cxact micnar imags has bees made of wch active files and direstory listngs (izcluding
hiddzn and'or delcied e} for all dircetnrics nntaining wach files ad that it completchy coatare
amy eltered, deleted, or over-writion clestronic files a=d Sle Frgments end armnge o preserve all
such datz during the pendenay of this [gation.
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DETAILED LETTER CONT’'D

& APPLICATIONS ANDUTILITIES . EVIDENCE CREATED AFTER RECEIFT OF THIS LETTER

We reques: thet yoer client prescrve copics of all applizations and utilitics thes mey be Any relovant clectromic dats created afier reccipt of this letier sbould be pressrved in s
uscd in peoccas clectronic daty divcuancd & this leiter mancer consistent wiil the dirscions in this lefier.

T LG OF SVSTEM MODIFICATIONS B METATATA

We roquest fhat your client maintain an activity log of decument madifications made In A it in relevand o all ®ema ciled bercirabewe, yoer client in instrucied o peescrve all
amy clectromic dalz processing systom that may affect any aystem's capabality So process mmy metadata snd rot o alier, delete, and/ar aver-write azy meisdata.
clecirnrc dain relating io the wekjoct maticr of the lilgaton.
Pleass fezl free b contact me b discers ny aspeet of tis lofier.
A PERRONAL COMPUTERE ANMD  ALL OTHER DEVICES USED BY
EMPLOYEES, INDEFEXDENT CONTRACTORS, AND OTHERS UNDER THE Very troly yoow,
CONTROL OF YOUR CLIENT

Pleas: i Smicly take the following stcpa with rogerd o all Exed drives attsched
intemally, exterrally, physically, s=dior remotely by wincd ar wirchess access In any persosal Edwin P Kricger
computers used by ary oustodian mder your client’s contrsl:

i An cxact mimor image moe e made of all clestromic data rolating to the subject
mastar of tha Htigatinn;

Full directory listings [F=chading hidden ard deleted filen) for all Sreciorics and
mubdeciorics must b writien;

Pleass immedistely take the Following siops with regard o all removable drives attached
intemally, exterrally, physically, s=dior remotely by wincd ar wirchess access In any persosal
eampuices used by any custndian ender your client’s contred:

= All cemovable clectronic media, such as foppy disketies, magnetic pes wd
canzidges, CDe, DV, USE dewices (z.p. “thumb Srives”), 2=d the like, exivied
Before the delivery of this letter a=d that contxis celevast data should be collecied,
musbaired fmmct, end kept availeble during the pendency of i g

Pleatss immediately tak the Follawing sieps with regard in all niber relovant dovices used
by amy costodian ender yoes client’s enntral, whetber it @ intersally, cxternally, physically,

smadiar cemely altached by wired nr wirclens acoexs o sy sysem wacd by yeur clienk

& ANl celilar phones, peroral data assi feg Blackkerryl, woicomail
mewmagey, lext messagen {SMS o otherwinc), inslant messages, andior any other
device that storcs clectronic infomatson {og. RAM on printing devices or FAX
mackizes), azd the like, that cassied before the delivery of this letter ard dhai
contyin celovart data should be collecied, muaintwized Sminct, and kept available
during ihe pendency of i lEgation.
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ELECTRONIC DISCOVERY

The reality of electronic discovery is it starts off as the
responsibility of those who don’t understand the technology
and ends up as the responsibility of those who don’t
understand the law.

INSTRUCTIVE PRESERVATION LETTER

A clear and instructive preservation letter that serves to educate
your opponent isn’t just a professional courtesy........ it also compels
recognition of a duty to intervene to prevent data loss and deprives
an opponent of a sanctions “safe harbor”.
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QUESTIONS
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